CyberBoat Challenge -
Introduction to CAN
J1939 and NMEA2000

Jeremy Daily, Ph.D., P.E.
Associate Professor
jeremy.daily@colostate.edu
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. Personal introduction with some boating projects

. Physical Connections for the Controller Area Network (CAN)
. Reading CAN messages
. Writing CAN Messages

. Interpreting J1939 Messages

—  Transport Protocol for Long Messages

. Interpreting NMEA 2000 Messages

—  Fast Packet for Long Messages

. Address Claiming

—  Denial of Service with an
Address Claim Attack
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Sailboat

1977 American Mariner

Leeks Marina
Jackson Lake

Grand Teton National Park, WY




Ski Boat

1999 Sport Nautique

by
Correct Craft

South Bay of Horsetooth Reservoir
Fort Collins, CO




Fishing Autopllot
with Arquino anad
Digital Compass




Surf Boat

2012 Mastercraft X-30

South Bay of Horsetooth Reservoir
Fort Collins, CO

(this one has CAN)




Skiing on
Jackson Lake




Controlling the Engine

. Only 1 mechanical linkage from the helm to the
engine compartment for shifting.

How does the engine know what speed to run?

e S

<

Transmission Shift
Cable




In-Vessel
Networking

. How do the instruments know what values to display?
. What speed should the engine run?

. How do we efficiently share information?

Most modern boats use NMEA 2000, which is built on SAE
J1939, which is built on a Controller Area Network (CAN)




Connecting to
CAN on the
Mastercraft

Personal Goals:
Learn the modules
Record data

Add supplemental systems
— Ballast Tank Fill Indicators
- Rudder Position

—  Upgraded Stereo
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Physical Connections

Recognizing the connectors, wires, and signaling to make controller
area network communication on boats a reality.

o
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https://www.amazon.com/Elecbee-Female-Straight-Waterproof-Connector/dp/B09S5ZVGSK

Micro/Mid Double Connector

MALE END VIEW FEMALE END VIEW
4. White 4. White
(NetH) . 3. Black 3.Black __  Netd)

1. Bare
(Shield)

(Net-C)

https://www.amazon.com/dp/B09JCI9YMCS5/

NMEA 2000 Connector

5 Pin M12 Connector, A Coded

AT o o\

e (:‘jm:k_mm . ) C ] ) CAEJL

GND CANH CANH GND
Male Female

Pin Name Color vyacht Color Garmin

1 Shield Brown Blank

2 12V [/ NET-S White Red

3 Ground / NET-C Blue Black

4 CAN-H / NET-Hi Black White

<) CAN-L/NET-Lo Gray Blue

https://www.vyacht.net/img/NMEA2000-pinout.png
13



M12 to Deutsch 4-pin =

2-(37.0

118.0

REVISIONS

REV

ECO DESCRIPTION DATE BY

APPR

- FIRST RELEASE Aug.11,2015| Tod

TOMMY

Drack

- Add The Angle For Micro Male And Female | Aug.18,2015

TOMMY

Amphanl AM-NO4PX2-HA
A-Gories NMEA 2000 MultiHub Adspter

[DEVICE |

[ DEVICE |
I

(BUS]

O

Micro male

AT04-4P

AT04-4P

Micro Female

36.0

Micro male

https://www.amphenol-sine.com/pdf/datasheet/ AM-N04PX2-HA.pdf

Wire diagram

CAN Shield

. CAN Vi o

o CANGND|

' CANH

fAN—L

1 2 3 4 1

O ok W =

Micro Female

Dy

LT

NOTES: UNLESS OTHERWISE SPECIFIED

1. MATERIAL:
COUPLING NUT: PABE UL94V-0
INSULATION INSERT: PAGE,UL94 VO
SEAL: SILICON RUBBER
OVERMOLD MATERIAL: THERMOPLASTIC COLOR: BLACK
CONTACT: GOLD FLASH PLATING OVER COFPER ALLOY

2. SPECIFICATIONS:
2.1 CURRENT RATING: 4 AMPS
2.2 VOLTAGE RATING: 60V AC/DC
2.3 OPERATING TEMPERATURE: -20°C TO +130°C
2.4 DIELECTRIC WITHSTANDING VOLTAGE: LESS THAN 2
MILLIAMPS CURRENT LEAKAGE @ 1000 VOLTS AC.
2.5 DEGREE OF PROTECTION: IP67 ( MATED CONDITION })
2.6 DEGREE OF POLLUTION: 3 PER UL840
2.7 OVERVOLTAGE CATEGORY: Ill PER UL840
2.8 MATING CYCLE DURABILITY: =100 CYCLES
2.9 RoHS COMPLIANT

3. ALL DIMENSIONS ARE FOR REFERENCE USE ONLY.

H=RNINN

g0 QnH-1NYY 0002 3NN ‘seuesy

SO 2N

YH-2XdPON-INY

l ‘HE EH el

QUANTITY

CHART
PART NUMBER

DESCRIPTION

MATERIALS LIST

l‘ 40

UMLESS OTHERWISE SPECIFIED
1} All dimensions ang in metricimm).
2} Tolemnoes are s follows:

1 PL DEC =0.30 Fractions +1/64
2 PLDEC =015 Anglas =1"

2 PL DEC z0.08
3 Mota reforonca =

MATERIAL SEPECIFICATIONS:

DATE

SIGNATURES Am ph e n O I

hug 182015

Sina Systems - www.amphenol-sine.com
44724 Morlay Drive
Chinton Township, M1 48036

PROCESS SPECIFICATIOMNS:

THIS DRAWING IS SUPPLIED FOR
INFORMATION DMLY, DESIGH FEATURES,

A series, NMEA 2000 Mulii-Hub Adapter

SPECIFICATIONS AND PERFORMANCE DATA [EFE TYPE
SHOWM HEREON ARE THE PROPERTY OF B C

" AVENOAPX2-HA

OF REPRODUCTION ARE IMPLIED. ALL
HMENSIONES ARE SUBJECT TO MHORMAL

MANUFACTURING VARIATIONS.

THE AMPHENCL CORPORATICN. NO RIGHTS
FENONE

SHEET 1 o 1




https://www.amazon.com/JustMarineCables-Yacht-Yamaha-Engine-Interface/dp/B093TV824M

Yamaha Engine

Interface Cable for
NMEA 2000

and many other brand specific
adapters.




Bl Backbone Cables and
Drop lees

Yellow connectors are for the backbone

—  Up to 250 meters

Black connector are “drop” cables for devices

We’'ll use this
backbone cable
for connecting to

friends later.




B Power lee

o Connect red to + and black to —

. Low power devices only (4 amps)

—  Stereos and engines have their own power




Terminating
Resistors

0 120 ohms each

. Installed at the end of the backbone
. Necessary for clean signaling Can Can
Device Device
— Reduces signal reflections
—  Provides current path for strong signals
. 60 ohms overall I---------o----- :I
CAN bus
Bus
Terminator

Can Can
Device Device

https://1.bp.blogspot.com/-vDpMSdESVIE/VM30OfB-IGRI/AAAAAAAAROM/ilreidKxDQg/s1600/Controller-Area-Network.jpg




PEAK CAN
Adapter

o Requires PCAN Drivers installed in
Windows

. Linux Kernel drivers already built-in




Example
Sensors

Temperature

Fluid Level
- Fresh Water
- Fuel

—  Black Water
Weather
GPS
Sonar

Speed

20




B Complete
Individual
Setup
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Exercise:
- Connecting to
Your Own CAN

Proposed process:

1. Connect Red Power Tap to 4-way Backbone Tee
. Connect Terminating Resistors

. Connect PEAK to Dsub-to-M12 cable

. Connect M12 cable to Backbone

. Connect Sensor to Backbone

. Connect power

N~ o o @~ W N

Plug in PEAK USB adapter.




Controller Area
Network Signal

What is on the CAN Bus wires?

23




Controller Area Network

o Introduced by Bosch in the 1980s

. Multi-master priority-based bus access with
non-destructive message arbitration

. Utilizes a 15-bit cyclic redundancy check
(CRC) to reliably detect transmission errors

. Reliable delivery is built in with an
acknowledgement bit at the end of the frame

Extended 29-bit CAN Frame

Low latency with up to 8 bytes of data per frame
(Classic CAN)

Bit rates up to 1mbit/second

Required on all passenger cars for emission
compliance starting in 2008 (Standard 11-bit CAN ID)

Utilized by SAE J1939 as the foundational networking
protocol in the 1990s




CAN Signaling:
= Measurement Example

25

PACCAR MX Engine Control Module (ECM)
Synercon Technologies Smart Sensor Simulator
« Completes the CAN network circuit
* Provides connectivity for the ECM
DG Technologies J1939 Breakout Box
Raspberry Pi with a CAN-FD Hat
 Runs embedded Linux with SocketCAN
« Records CAN traffic using can-utils candump command
Fluke Scope Meter as an Oscilloscope
 Measures voltage traces between CAN High and CAN Low
Saleae Logic Probe
 Analog Voltage measurements (duplicating the oscilloscope)
* Digital measurements from the CAN Transceiver
 CAN signal decoding features

« PC application interface




CAN Signaling: Single Frame
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o A bit time is about 4 microseconds. This is 1/250000 . At the end of the message, A bit is seen on the

seconds. TX line, which indicates an acknowledgement
the message was received.

CAN Measurement Observations

. Data that has all zeros still has extra bits in the field.
These are called stuff bits. . The total message length is about 500us.

. Stuff bits are inserted after 5 sequential bits of the . Signaling is non-return-to-zero (NRZ).
same value.




CAN Frame: 29-bit ID and up to 8 bytes

Extended CAN Frame (no stuff bits) in the Transceiver

S S| R C
O RID Tirr R End of
F|  Identifier |RE Extended Identifier Ripb|poc | Byte1 | Byte2 | Byte 3 | Byte4 | Byte 5 | Byte 6 | Byte 7 | Byte 8 |cyclic Redundancy Check(Clack|  Frame
g$N1 alalslsl7lalol11[1[1]1]1]1]1]111[2[2[2[2[2[21212[2[2[3(3(3(313|3[3(3[3(3[4|4 4 |4{4(4|4|4|4|4 55|5(5|5|5|55|5|5(6|6|6|6|6|6|6 |6 [6|6|7|7|7|7|7|7|7|7|7|7|8]8 /8|88 (8| 8[8[8 /0o e[o|o 999;;; ;;;;;;1111111111;;;;;;;;;
|
Num 2[3/4/5|6(7(8[9|0|1|2(3(4(5/6|7|8(9|0|1(2|3|4(5]6|7|8|9[0| 1/2]314|5(6(7(8|9|0| 1/2/3]4 5/6|7|8|2|0|12[3(4(5/67 |8|9[0|1]2[3|4(5]6|7 819|0[1]2(3]4|5|6|7[8/0[0|1(2(3(4/5/6|7|8[9| | o |alals s 7lslolol1 213lalsls|7l8lolol1 213l cls | |&
CAN Controller
Extended CAN Frame in Application
|dentifier DLC Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
1[1]1]1
CAN234 ol lalolL12|2[2[2]2]2]2[2[2[2]2|2|2|2|2|2|2|3(3|3|3|3|3|3|4(4|4|4|4|4|4|4|4|4|5|5|5|5|5|55|5|5|5|6|6|6|6|6|6|6|6|6|6|7|7|7|7|7|7|7|7|7|7|8|8|8 8|8 |8|8|8|8|8[9|9|9|9|9|o|0|0|0|o| | | |-
E't 0|1|2[5|6|7|89|0|1|2|3]4|5|6|7|8|9|0|1|2|6|7|8|9|0|1|2|3|4|5|6|7|8|9|0|1|2|3]4|5|6|7|8|9|0|1|2|3|4|5|6|7|8|9|0|1|2|3|4|5]6|7|8|9|0|1|2|3|4|5|6|7|8[9|0|1]2(3|4|5|6|7|8|9| || |.
um




2 01_ReadCAN.py > ...

Exercise:
Collect CAN Data

Login to the computers

import can

— Username: student

Password: student

Open (and edit) the 01_ReadCAN.py file

device = "socketcan"”
—  Use socketcan for Linux channel = 'can2’
Use pcan for Windows
device = 'pcan'

python-can uses the same code for both
Linux and Window once connected.

channel = "PCAN_USBBUS1'

bitrate = 250000

bus = can.interface.Bus(channel=channel, interface=device, bitrate=bitrate)

for 1 in range(20):
msg = bus.recv(timeout=1.8)
37 data_string = " ”.jﬂiﬁf["f'ﬁéz}“.Fcrmat b) for b in msg.data]f
print(f"{i:3d} {msg.arbitraticn_id:t?f} [{msg.dlc}] {data_string}")
bus . shutdown()

print(f"Finished reading {i} CAN messages.")




Exercise:

m=  (Collect CAN Data

. Login to the computers

Username: student

Password: student

. Run the following command line program:

python 01 ReadCAN.py

Colostate

All

School Apps Documents Web More ¥

Best match

Command Prompt

: System

Controller Area Network (CAN) Quick Reference Guide

SocketCAN in Linux

hitps://www.kernel.org/doc/html/latest/networking/can.html

o

6
Cyber

Challenge™

# | Task or Goal Terminal Command Outcomes and notes
Load the CAN The Kernel modules are loaded, but there is no
1 sudo modprobe can can_dev can_raw )
kernel modules terminal output.
Check to see the jdaily@metalbox:
2 | kernel modules lsmod | grep can
are loaded
Determine CAN
3 channels dmesg | grep can
available
Bring CAN
4 | channel up and sudo ip link set can® up type can bitrate 250000 Mo terminal output
set bitrate
Bring CAN ) . No terminal output
5 g sudo ip link set can® down . b . ,
channel down Do this before setting new bitrate
Check Status of 5000
CAN channel
B . . ip -d -s link show can®
with details and P
statistics
7 | Install can-utils Sudo apt install can-utils
8 | Show CAN Traffic | candump any
Log 100 frames
9 | using hardware candump -H -1 -e -n 100 can®
timestamps
10 | Fuzz cangen -gB -i -e -L8 can® Random extended CAN frames transmitted

Apps

11 | Denial of Service | cangen -g@ -1 -e -D@@ -L8 -I@ -v can® All zeros are transmitted

Command Prompt
"1 Developer Command Prompt for VS System

L

. 12 | Display CAN cansniffer -c -t® -h200 can® \
Rl e Prompt Open 13 | Show Busload canbusload -t -b -r -e canB@2508e8
x64 Native Tools Command Prompt ) e, Send a single can }
for VS 2022 B2 st 14 8 cansend can® 1B8EEFF18#00.00.00.00.00.00.00.00
5 message
. Open file location
Settings
Pin to Start Fun program

&= Replace Command Prompt with 15
Windows PowerShell in the Win + X Pin to taskbar

. thon3 @1 ReadCAN.
with python-can i - i

Search school and web

,O cmd - See school and web results write SPAC
Tip: If you get a “write: No buffer space available” message, then | ip link set canl down

: d ipconfi : :
~ andipconfio bring the channel down and up again.

£ cmder

=@ m o

Tip: keep a cansniffer terminal always open to monitor the bus.

SYSTEMS ENGINEERING

COLORADD STATE UNIVERSITY

Version 20241208 Page 1 of 2




lea.] Command Prompt -

C:\Users\jdaily\OneDrive - Colostate\CyberBoat\2824\NMEA2©©0Class>python 81 ReadCAN.py
uptime library not available, timestamps are relative to boot time and not to Epoch UTC
© ©9F801206 [8] FF FF FF 7F FF FF FF 7F
©9F80120 [8] FF FF FF 7F FF FF FF 7F
©9F80220 [8] D6 FF FF FF FF FF FF FF
15FDe6el8 [8] F6 A3 76 FF FF FF FF FF
15FD8718 [8] F6 C@ A3 76 FF 7F FF FF
©DFel1e2e [8] D6 F@ FF FF FF FF FF FF -
©DF5eB18 [8] F7 24 ©5 o0 ©0 ©0 ©© FF ata In t e
15FDe818 [7] F8 @@ @@ A3 76 00 ee
1DF11A2© [6] D6 FF FF FF FF 7F .
©9F80120 [8] FF FF FF 7F FF FF FF Te rrT] I nal
19F2111C [8] @@ 18 1@ FF FF FF FF
1DFF161C [8] A©@ ©A 8C 80 F5 o6 ©8©
1DFF161C [8] A1l 7C 7C 18 1© FF FF
©9F80120 |8| FF FF FF 7F FF FF FF . . .
BOF80220 Ea% D7 FF FF FF FF FF FF This can be duplicated using candump
©9F80120 [8] FF FF FF 7F FF FF FF . -
©DF86520 [8] 2@ 2F D6 FF FF FF FF In L|nUX.
©DF86520 [8] 21 FF FF FF FF FF FF
©DF80520 [8] 22 FF 7F FF FF FF FF

@DF8e52@ [8] 23 FF FF 7F FF FF FF
Finished reading 19 CAN messages.

OO0y b WK

How can we send CAN messages?

C:\Users\jdaily\OneDrive - Colostate\CyberBoat\20624\NMEA2066Class>_




| -1 .
E jdaily@mastercraft: ~

jdaily@mastercraft: cangen
cangen - CAN frames generator.

. Usage: cangen [options] <CAN interface>
endin w/ o
-g <ms> (gap 1n mil111 seconds - default: 200 ms)

-e (generate extended frame mode (EFF) CAN frames)

-t (generate CAN FD CAN frames)
. - . -b (generate CAN FD CAN frames with bitrate switch (BRS))
Ca n — u I S I n I n UX -E (generate CAN FD CAN frames with error state (ESI))
-R (send RTR frame)
-m (mix -e -f -b -E -R frames)
-1 <mode> (CAN ID generation mode - see below)
-L <mode> (CAN data length code (dlc) generation mode - see below)
Cansend Can@ 18EAFFF9#@@E E@@ -D <mode> (CAN data (payload) generation mode - see below)
-p <timeout> (poll on -ENOBUFS to write frames with <timeout> ms)
B aaiy@mastercratt - » -n <count> (terminate after <count> CAN frames - default infinite)
jdaily@mastercraft: cansend -1 (1ignore -ENOBUFS return values on write() syscalls)
cansend - send CAN-frames via CAN_RAW sockets. -X (disable local loopback of generated CAN frames)
-C (number of messages to send 1n burst, default 1)
Usage: cansend <device> <can_frame>. -V (increment verbose level for printing sent CAN frames)

<can_frame>: Generation modes:
<can_id>#{data} for 'classic' CAN 2.0 data frames "r' => random values (default)
<can_1d>#R{len} for 'classic' CAN 2.0 data frames "1 => increment values

<can_id>##<flags>{data} for CAN FD frames <hexvalue> => fix value using <hexvalue>

<can_1d>: ) ) When incrementing the CAN data the data length code minimum 1s set to 1.
{3a§2§f) or 8 (EFF) hex chars CAN IDs and data content are given and expected in hexadecimal values.

0..8 (0..64 CAN FD) ASCII hex-values (optionally separated by '.")

flen}: Examples:

tional 0..8 val RTR tai 1id dlc field cangen vcan0 -g 4 -1 42A -L 1 -D 1 ~v -v
{%?a32>1:0na value as rames cCcan contain a vall cT1e (f1xed CAN ID and -|ength, inc. data)

a single ASCII Hex value (0 .. F) which defines canfd_frame.flags cangen vcan0 -e -L 1 -v -v -v _
(generate EFF frames, incr. Tlength)

cangen vcanO -D 11223344DEADBEEF -L 8
(fixed CAN data payload and length)

cangen vcan0 -g 0 -1 -Xx

(full Toad test ignoring -ENOBUFS)

cangen -g 250 -e -1 18EAFFFS -D EBFEOO -L 3 cano@

Examples:
5A1#11.2233.44556677.88 / 123#DEADBEEF / S5AA# / 123##1 / 213##311223344 /
1F334455#1122334455667788 / 123#R / 00000123#R3

jdaily@mastercraft:



@ 02_SendCAN.py > ..

. + 1 o 84 DY
EXxercise:
= import time
import sys

Send l \ if 'win' in sys.platform:

device = 'pcan’

channel = 'PCAN_USBBUS1'
Data

device = 'socketcan’

channel = 'can@’

bitrate = 250000

bus = can.interface.Bus(channel=channel, interface=device, bitrate=bitrate)

Run the following command line

program. address _claim message = can.Message(
python 02 SendCAN.py arbitration_ 1d=0x18EEFF00,
is extended id=True,
data=[0x00]*8,
check=True

for i in range(5):
msg = bus.send(address claim message)
print(f"{i:3d} {address claim message.arbitration id:08X}")
address _claim message.arbitration _id += 1
time.sleep(.260)




©DF@l1e206 |
©DF5eB18 [8] F7 24 ©5 60 ©0 e ©e FF

5 D6

6

7 15FDe818 [7] F8 ©© e A3 76 ©0 08
8

S

F@ FF FF FF FF

1DF11A20 [6] Dé FF FF FF FF 7F

@9F80120 [8] FF FF FF 7F FF FF FF 7F
10 19F2111C [8] @@ 18 18 FF FF FF FF FF
11 1DFF161C [8] A A 8C 80 F5 ©6 ©0 00
12 1DFF1el1C [8] Al 7C 7C 18 18 FF FF FF
13 ©@9F80120 [8] FF FF FF 7F FF FF FF 7F
14 ©9F80220 [8] D7 FF FF FF FF FF FF FF
15 ©@9F80120 [8] FF FF FF 7F FF FF FF 7F
16 ©DF8e52@ [8] 20 2F D6 FF FF FF FF FF
17 ©DF8e520 [8] 21 FF FF FF FF FF FF FF
18 ©DF86520 [8] 22 FF 7F FF FF FF FF FF
19 ©eDF8©520 [8] 23 FF FF 7F FF FF FF FF
Finished reading 19 CAN messages.

Send Data Example

How do we know if this worked?

(Future Exercise)
C:\Users\jdaily\OneDrive - Colostate\CyberBoat\2824\NMEA2866Class>python ©2_SendCAN.py

uptime library not available, timestamps are relative to boot time and not to Epoch UTC
© 18EEFFOG0O
1 18EEFF@1l
2 18EEFFB2
3 18EEFF©3
4 18EEFFO4
Finished sending 4 CAN messages.

C:\Users\jdaily\OneDrive - Colostate\CyberBoat\28624\NMEA2666Class>

34



Creating Meaning
from Messages

How do we get engineering values from CAN messages
according to J1939 and NMEA20007?

35




SAE J1939 is Built on CAN

The main features that define J1939 are:
. A standardized meaning for 29-bit arbitration identifiers.

o A mechanism for sending messages larger than 8 bytes (up to 1785 bytes) using the
transport protocol.

. The ability for a controller application to negotiate a unique source address.

325|FCAL%E SAE J1939 JUN2012
QArF ' @
SAEInternational pEcoMMENDED |EE,  Z
PRACTICE Superseding J1939 APR2011
Serial Control and Communications Heavy Duty Vehicle Network - Top Level Document




J1939 Network Layers

-m Standard(s)

Security J1939-91 Cybersecurity considerations for J1939

Address Claiming and network
management

Applications (-71) and diagnostics (-73)

3 Management  J1939-81

7 Application jlggg:;; explaining the conversion of bits and
bytes to engineering units

6 Presentation Not Used

5 Session These services are built into the Data Link Layer.

4 Transport

3 Network J1939-31 Network management and gateways

2 Data Link J1939-2X Transport Protocol, PDUs, Structure

1 Physical J1939-1X Wiring, Signaling, Connectors




SAE J1939 Standards Organization

. J1939 Accommodates Extensions
— PGN OxEFOQO is Proprietary A
—  PGN OxFFXX'is Proprietary B
— PGN 0xDAOQO is ISO-15765 (UDS)

. Follows the OSI 7-layer model for naming, e.g.:

— J1939-7X are for application layers
—  J1939-1X are for physical layers

o The standard collection adds much more
definition to the CAN communications

. Includes additional “Layers”

— J1939-8X Network Management
—  J1939-9X Network Security

. J1939 is large and not free

o A Digital Annex (J1939DA) has the applications defined

In an Excel spreadsheet
SAE J1939 Standards Collection

The J1939 Standards subscription is the easiest and most cost-effective way to access SAE’s family of
standards relating to the Controller Area Network (CAN) for heavy-duty vehicles.

The SAE J1939 standards in this collection define a high-speed CAN (ISO 11898-1) communication network
that supports real-time, closed-loop control functions, simple information exchanges, and diagnostic data
exchanges between electronic control units throughout the vehicle. It is considered the CAN solution of
choice for applications in the construction, fire/rescue, forestry, materials handling, and on-highway sectors.

Learn more about J19392 Standards

How to Purchase: Flexible purchase options and volume discounts are available for single and multiple users.

Please contact the SAE Sales Team directly at:

SAE Sales Team
customersales@sae.org
1-888-875-3976 (U.S. and Canada)
1-724-772-4086 (Outside the U.S.)

SAE MOBILUS

This product is available for a free 30-day trial. Take
the Free Trial »

O

$1,160.00

Add to Cart



Types of J1939 Messages

o Broadcast

— Messages sent for any controller application (CA) to use

—  CAN Arbitration ID specifies a source address (SA) in the last 8 bits
of the ID

— Implicitly defined the destination address as 255 (Global)

o Point-to-Point

— One controller application sends a message to another ( C

— CAN Arbitration ID specifies a source address (SA) in the last 8 bits
of the ID

— Adestination address (DA) is in bits 9-16 of the CAN ID.

How do some messages implicitly

set the destination address to 2557
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J1939 Protocol Data Unit

A J1939 message has all the elements in the protocol data unit (PDU)

3-bit Priority
1-bit Extended Data Page (EDP)
1-bit Data Page (DP)

8-bit PDU Format (PF) \

8-bit PDU Specific (PS)
8-bit Source Address (SA)

Data Field up to 1785 bytes '

4

~

J1939 driver software

converts CAN
message(s) into a PDU.




PDU 2 Format Messages

. The PDU format #2 is for broadcast messages
—  EDP, DP, PF and PS create the 18-bit Parameter Group Number (PGN)

—  PS becomes the group extension (GE)
—  PF value must be greater than or equal to 240 (OxFO)

—  Destination address is implied to be 255 (OxFF)

. Parameter Groups Numbers are 18 bits.
—  Most applications on the boat (NMEA 2000) set the EDP to zero and DP to 1
—  Parameter Groups collect similar data for the PDU data field
— PDU 2 messages have a hex values where the leading nibble is F
Examples:
—  PGN 61444 (OxOFE004) for the Electronic Engine Controller 1 group
—  PGN 129025 (0x1E801) is for Position, Rapid Update




PDU 1 Format Messages

o The PDU format #1 is for point-to-point messages
—  EDP, DP, PF and 00 create the Parameter Group Number (PGN)

—  PS becomes the destination address (DA)

. Parameter Group Numbers (PGNSs) are still 18-bits,

but the last 8 bits are set to zero.
. Source and Destination are explicit

o PGN values in hex do not have OxF as the
first nibble.

18-bit PGN




Processing CAN IDs

1.Read the CAN ID as a 32-bit integer

2.5eparate the ID into the PDU elements
using bit masking and bit shifting

3.Determine if it is a PDU1 or PDU2
message based on the value of PF

a) If PDU1, PS is the Destination Address

b) If PDUZ2, PS is the Group Extension, set
Destination Address to OxFF

PRIORITY MASK
EDP MASK
DP MASK
PF MASK
PS_MASK
SA MASK
PDU1 PGN MASK
PDU2 PGN MASK

0x1C000000
0X02000000
0xX01000000
OX00FFO000
OX0000FFOO
OX000V00FF
OxX03FFO000
OxX03FFFFOO
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Bit Masking
and Shifting

A

uguuQ

Example: Determine the PGN from the CAN Frame Capture

ID Hex Nibbles | 9 C

D Binary ©11|1(0 |0 1 1 00 0|0 ©
°GN Mask Hex | @ 3

Mask Binary 001 1 1 1 0|06 0|0 0
AND Result © 0|00 )|0 1 1 0|06 0|0 0
Shift right 8 bits %, %, 0 9 © 9 ©
Hex after shift 0

|

Ox00F004 = 61444 dec




"act [Activity] Test Parse ID[ Test Parse ID]

P \ : CAN,EEF ParseCANidentifier ®
«valueSpecification» o
19F21106
. String

k : : . J

( outputValue =int(inputValue, 16) = L L

L ’ - priority : Integer pgn : Integer da : Integer sa : Integer
“ . CANID
\/ N/ \/ \/

®

Parsing PDU Format 2 (Broadcast)




rat:t [Activity] Test Parse ID[ Test Parse ID ] )

\/ " : CANfEE’// ParseCANidentifier
{{walueSpec fication» | s

1CEEFFFE
% : String
ly . | | 4
| ] [ ] ]

( outputValue =int(inputValue, 16) j:_z
: CANID

priority : Integer pgn : Integer da : Integer sa : Integer

®

Parsing PDU Format 1 (Point-to-Point)




@ 03_Read)1939.py > ..

SOl o Exercise:

import struct

from cyberboat import * Parse CAN into
de;:ih.ce;.cﬁa.nne].., bitr*.:ate .= ;eléc’.ctﬁ.!\!;sfs.tem() J 1 939 PrOtOCOI

bus = can.interface.Bus(channel=channel,

interface=device, bitrate=bitrate) Da‘ta U N |'t (P D U )

def parseCANid(id): Data from the CAN ID include:

priority = (©x1C000000 & id) >> 26
sa = OxFF & 1d 1 \ddre:
PF = (0xFFo00e & id) >> 16 i
if PF < OxFO: # nes:
da = (6xFFE0 & id) >> 8 #Dest
pgn = (Ox3FFo060 & id) >> 8
else: - SSsag

da = OxFF #Global destination (: eln Source Address
pgn = (Ox3FFFFOO & id) >> 8 #Parameter Group Number (18 bi

return (priority, pgn, da, sa) Run python 03_ReadJ1939.py

Priority
Parameter group number

Destination Address

ess How many PDUZ2 Format messages are there?
i in range(25):

msg = bus.recv(timeout=1.0) What's the ratio of PDU1 vs PDU2?
if msg 1s None:

continue



ies] Command Prompt
C:\Users\jdaily\OneDrive - Colostate\CyberBoat\2624\NMEA2666Class>python 63 Readl]1939.py

uptime library not available, timestamps are relative to boot time and not

%

W oo wuy H WK

MN NN R R RRRRRRERBR
WwMN ERE O UWOOSNOowumPBE WwmMmRE®©

24

15FDe618
15FDEe718
@9F80120
©9SF808126
O9F 808126
09F80220
oDFelez2e
1DF11A280
O@9F 80126
@9F80120
15FDB618
15FDEe718
©ODF58EB18
09F80220
©9SF808126
6DF88526
©oDF865260
ODF865280
O6DF88526
ODF88526
©@DF865280
O6DF88526
1S5FAB3286
@9F80120
19FAB420

Priority=5,
Priority=5,
Priority=2,
Priority=2,
Priority=2,
Priority=2,
Priority=3,
Priority=7,
Priority=2,
Priority=2,
Priority=5,
Priority=5,
Priority=3,
Priority=2,
Priority=2,
Priority=3,
Priority=3,
Priority=3,
Priority=3,
Priority=3,
Priority=3,
Priority=3,
Priority=6,
Priority=2,
Priority=6,

PGN=1363160,
PGN=136311,
PGN=129625,
PGN=125625,
PGN=125625,
PGN=1290626,
PGN=126992,
PGN=127258,
PGN=1258625,
PGN=129625,
PGN=13@63169,
PGN=136311,
PGN=128267,
PGN=1290626,
PGN=125625,
PGN=125629,
PGN=1290629,
PGN=129629,
PGN=125629,
PGN=129629,
PGN=129629,
PGN=125629,
PGN=1259539,
PGN=1290625,
PGN=1295489,

Finished reading 24 CAN messages.

DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,
DA=255,

SA=24,
SA=24,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=24,
SA=24,
SA=24,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,
SA=32,

Data=5E
Data=5E
Data=FF
Data=FF
Data=FF
Data=ED
Data=ED
Data=ED
Data=FF
Data=FF
Data=64
Data=64
Data=65
Data=EE
Data=FF
Data=68
Data=61
Data=62
Data=63
Data=64
Data=65
Data=66
Data=ED
Data=FF
Data=66

72
co
FF
FF
FF
FF
Fo
FF
FF
FF
72
co
89
FF
FF
2F
FF
FF
FF
FF
FF
7F
FF
FF
oF

76
72
FF
FF
FF
FF
FF
FF
FF
FF
76
72
06
FF
FF
ED
FF
7F
FF
FF
7F
00
FF
FF
ED

C:\Users\jdaily\OneDrive - Colostate\CyberBoat\2024\NMEA2©666Class>_

FF
76
7F
7F
7F
FF
FF
FF
7F
7F
FF
76
00
FF
7F
FF
FF
FF
7F
FF
FF
FF
7F
7F
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
00
FF
FF
FF
FF
FF
FF
7F
7F
FF
FF
FF
00

to
FF
7F
FF
FF
FF
FF
FF
7F
FF
FF
FF
7F
2]%
FF
FF
FF
FF
FF
FF
83
FF
FF
7F
FF
FF

Epoch UTC

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
0o
FF
FF
FF
FF
FF
FF
FC
FF
FF
FF
FF
FF

FF
FF
7F
7F
7F
FF
FF

7F
7F
FF
FF
FF
FF
7F
FF
FF
FF
FF
00
FF
FF
7F
7F
7F

L] X

Parsing the
ID Results

All these example
messages are PDU2
(Broadcast). The first PGN
nibble is OxOF = 240.




NATIONAL MARINE ELECTRONICS ASSOCIATION

Determine
Message
NMEA 2000 ® Contents from

STANDARD FOR SERIAL-DATA NETWORKING OF MARINE P G N
ELECTRONIC DEVICES

15FD0618 -> Priority=5, PGN=130310, DA=255, SA=24,

Appendix A Data=21 11 76 FF FF FF FF FF
Application Layer
(Parameter Group Definitions) Look up the PGN in Appendix A of the NMEA 2000
Standard

Version 3.000
February 2022




Environmental Parameters - DEPRECATED PGN: 130310
hex: 1FDO06

This PGN has been deprecated (as of version 1.200, PGN 130311 replaced PGN 130310) and is not recommended for new designs.

|
However, support of PGN 130310 may be necessary to ensure compatibility with legacy equipment. PGN 130311 has also been
deprecated as of version 1.210. The following PGNs are recommended to be used for new designs: 130314-Actual Pressure,
130315-5et Pressure, 130316-Temperature-Extended Range. The latest definition of PGN 130310 before deprecation was as

follows: Local atmospheric environmental conditions.

Single Frame: Yes Prionity Default: 5 Default Update Rate: 500 milliseconds Frequency: 2 cycles per second
Destination: Global Query Support: Optional Command Support: Optional ACK Rgmnis: None
Field # Field Name a ra I I l e e rS
1 Sequence ID Byte Field Size: |1 Request Parameter  Optional
Bit Field Size: Command Parameter: QOptional
DD056 Sequence ID An upward counting number that binds nformation transmitted in two or more

PGNs from a single source address. Identical SID values within two or more
different PGN transmissions identifies those PGN transmissions as a single

i PG 139036t Lot nd Lunid e PON 12909 33 Sl Decode the data: @il 1176 FF FF FF FF FF

data set.

ga—t:ist;hindiﬂgavailﬂhle (when SID value reaches 252 resume with 0 on next Field 1 (1 byte): Sequence ID

253 - 254 = reserved for future use - — 8 1

255 = No binding provided. NMEA recommends using binding SID values

whenever practical.
1 ' i R : Resolution: 1 bi Unit-1 be I . -
DEFS3 Infeger, Sbitunsigned  wint§ Fange: 0tfo252 eokfon pitess number Field 2 (2 Bytes): Water Temperature in deg K
2 Water Temp Byte Field Size: |2 Request Parameter  Optional
Bit Field Size: Command Parameter: Optional OX761 1 — 302 25 deg K — 84 34 deg F
DD043 Generic Temperature
DF39 Temperature, low uintl6 FRange’ 0to 655.32degK Resolution: 1x10E-2 deg . .
X Fields 3 — 5 are Unavailable (OxFF)
3 Outside Ambient Air Temp. Byte Field Size: |2 Request Parameter  Optional
Bit Field Size: Command Parameter: QOptional
DD043 Generic Temperature
DF39 Temperature, low uintlé Range: 0to 65532 degK Resolution: 1x10E-2 deg
K
4 Atmospheric Pressure Byte Field Size: |2 Request Parameter  Optional
Bit Field Size: Command Parameter: QOptional
DD049 Generic Pressure
DF47  Pressure, medium uintlé Range: 0 to 6,553,200 Pa Resolution: 1x10E+2 Pa
5 NMEA Reserved Byte Field Size: Request Parameter
Bit Field Size: [resv| 8 Command Parameter:
DD0O01 Reserved field Variable number of reserved bits, all set to logic "1"

DF5? Bit field bit(n) Range: Variable Resolufion: 1 Used to construct bit fields S e n S O r' p rOd u CI n g d at a

|Used to align subsequent data on a byte boundary.
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J1939™DA - DIGITAL ANNEX OF SERIAL CONTROL AND COMMUNICATION
HEAVY DUTY VEHICLE NETWORK DATA - JUNE 2024

1. RATIONALE
This revision of the J1939 Digital Annex includes changes approved at the May 2024 (2Q2024) meeting.

1.1 SCOPE
This document is intended to supplement the J1939 documents by offering the J1939 information in a form that can be sorted and searched for
N N easier use.
12 List of J1939 Data Worksheets in Workbook
SAE J1939DA Schema Changes
SPs and PGs
SLOTs

Abbreviations

Industry Groups (Table B1)

Preferred Addresses - Industry Group 0 - Global (Table B2)

Preferred Addresses - Industry Group 1 - On-Highway Equipment (Table B3)
Preferred Addresses - Industry Group 2 - Agricultural and Forestry Equipment (Table B4)

U Sed tO I nte rp ret Preferred Addresses - Industry Group 3 - Construction Equipment (Table BS)

Preferred Addresses - Industry Group 4 - Marine Equipment (Table B&)

Preferred Addresses - Industry Group 5 - Industnial, Process Control, Stationary Equipment (Table BY)
Manufacturer Codes (Table B10)

¢ Sou rce Add resses NAME Functions - All Industry Inclusive (Table B11)

MAME Functions - Industry Group And Vehicle System Dependent (Table B12)

SP and PG Supporting Information (Appendix D)

. Parameter Group Numbers 2 REFERENCES

2.1 Applicable Documents
The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the latest issue of SAE

° Add ress NAM E erIdS publications shall apply.

211 SAE Publications
Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001 www.sae.org

. . . SAE J1939™ Serial Control and Communications Heavy Duty Vehicle Network - Top Level Document
° Englneerlng Units (SLOT) SAE J1939™-21 Data Link Layer

SAE J1939™-22 CAN FD Data Link Layer

SAE J1939™-31 Network Layer

SAE J1939™-71  Application Layer

SAE J1939™-73  Application Layer - Diagnostics

SAE J1939™-74  Application - Configurable Messaging
SAE J1939™-75  Application Layer - Generator Sets
SAE J1939™-81 Network Management

2.2 Related Documents
The following publications are provided for information purposes only and are not a required part of this SAE Technical Report.
221 ISO Publications

Available from American National Standards Institute, 25 West 43rd Street, New York, NY 10036-8002 www.ansi.org

IS0 11783 series Tractors and machinery for agriculure and forestry — Serial control and communications data network

ISO 11783 series see also www.isobus.net/isobus/PGNAnNdSPN

SO 11992 series Road Vehicles - Electrical connections between towing and towed vehicles - Interchange of digital information
0 15765-3 Road Vehicles — Diaanostics on controller area network (CAN) — Part 3- Implementation of unified diaanosti ice

> Documentation JEN IV ERTeNE Revision Column Definition SAE J1939DA Schema Changes | S *~ -+ [ 4 CESS———

= Accessibility: Investigate HH 1T — J +  100%
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What's in a PG?

o /

J1939

NMEA 2000

Suspect Parameters

Fields

PGN 614441 Electronic Engine Controller 1 EEC1
AlS Interrogation : .
9 PGN: 129803 Engine related parameters
hex: 1FB0OB
This parameter group provides data associated with the ITU-R M.1371 Message 15 Interrogation Message used to request a specific Transmlssmr.‘\ Repetltlon Rate: engine SPEEd dependent
ITU-R M. 1371 message resulting in responses from one or more AlS mobile units. An AlS device may generate this parameter Data Length- 8
group either upon receiving a VHF data link message 15, or upon receipt of an ISO or NMEA request PGN. The Command Group Extended Data Page: 0
Function PGN 126208 shall be used with this PGN to configure base station interrogation parameters (see ITU-R M.1371-1 for Data F’agE' 0
additional information). Note that future revisions to the ITU-R M.1371 VHF Data Link Messages may result in their spare or reserved L
bits being defined with a specific meaning, requiring the spare or reserved parameter in this parameter group to have the PDU Formlat. 240 _ .
corresponding new meaning in future revisions of this standard. PDU Specific: 4 PGN Supporting Information:
Single Frame: No Priorty Default: ¥ Default Update Rate: milliseconds Frequency: MA cycles per second Default F’TIDI’It},"Z 2
Sewimeign: Global Query Support: Optional Command Support: Required ACK Rgmnis: None Parameter Group Number: 61444 (0x00F004)
Field #§ Field Name Start Position Length Parameter Name
Message ID Byte Field Size: Request Parameter ~ Optional 1.1 4 bits Engine Torque Mode
Bit Field Size: |6 Command Parameter: Required 1.5 4 bits Actual Engine - Percent Torque High Resolution
DD188 AIS Message Identifier Message Identifier (range of 0 to 63), 2 1 byte Driver's De_mand Engine - Percent Torque
3 1 byte Actual Engine - Percent Torque
See the latest version of ITU-R M.1371 for more information. 4-5 2 bytes Engine Speed
DF5?  Bit field bitn) Range’ Variable Resolution: 1 Used to construct bit fields 6 1 bjy'te 50u_rr::e Address of Controlling Device for Engine Control
15 = Interrogation Message 7.1 4 bits Eng!ne Starter Mode
8 1 byte Engine Demand — Percent Torgue
Repeat Indicator Byte Field Size: Request Parameter  Qptional
Bit Field Size: |2 Command Parameter: Note 1
DD185 AIS Repeater Indicator Used by the repeater to indicate how many tumes a message has been repeated
(range of 0 to 3).
0 = Default
1 = Farst retﬂmsmissi_nq
2 = Second retransmission SAE J1939-71 Revised FEB2010 - 56 -
3 = Final retransmission
See the latest version of ITU-R M.1371 for more information. SPN 190 Eﬂgfﬂe SPEE'd
DF52 Bt field bit(n) Range: Variable Resolution: 1 Used to construct bit fields
Source ID Byte Field Size- |2 Request Parameter  Optional Ac;uzl engine speed which is calculated over a minimum crankshaft angle of 720 degrees divided by the number of
Bit Field Size: Command Parameter: Required cylinders.
DD010 Generic numeric ID, large Number of route, waypoint, event, mark. etc. Data Length: 2 b}r"tES
DF55 Integer, 32 bit unsigned  wuint32 Range 0to 4294967292  Resolution: 1 bit Unit-less number Resolution: 0.125 rpm/bit, 0 offset
MMSI number of interrogating station. Data Range: 0 to 8,031.875 rpm Operational Range: same as data range
NMEA Reserved Byte Field Size: Request Parameter T‘}I’[JEZ , . Measured
Bit Field Size: [resv| 1 Command Parameter: Supportlng Information:
PGN reference: 61444
DD001 Reserved field Variable number of reserved bats, all set to logic "1"
DF52 Bit field bit(n) Range. Variable Resolufion: 1 Used to construct bit fields

Used to align subsequent data on byte boundary.




Data Decoding and Encoding.
Meaning for Bits and Bytes

. Common data sizes
—  Bit Mapped, like Switch States, (2-bits)
—  Single Byte Data (8-bits)
—  2-byte Data (16 bits)

— 4-byte Data (32 bit ..
vie Data (92 bts) Scale, Limits, Offsets, Transfer (SLOTs)
—  ASCII data (variable)

Identifie SLOT SLOT Type Scaling Range Offset Length

r Name

1 SAEpr11  Pressure 5 kPa/bit 0 to 1,250 kPa 0 1 byte

2 SAEpr13 Pressure 8 kPa/bit 0 to 2,000 kPa 0 1 byte

3 SAEtm11  Time 1 h/bit 0 to 250 h 0 1 byte

4  SAEtm10 Time 1 h/bit -125t0 125 h -125 h 1 byte

5 SAEtm12 Time 1 h/bit -32,127 to 32,128 h -32,127 h 2 bytes

6 SAEtmO6 Time 1 s/bit 0to 4,211,081,215 s 0 4 bytes

14 4 bytes

SAEadO01 Angle/Direction 0.0000001 deg/bit -210 to 211.1081215 deg -210 deg




Decoding Example: Accelerator Pedal Low Idle Switch

* Determine some Suspect Parameters in the data
558: Accelerator Pedal 1 Low Ildle Switch

* Given the following CAN message (hex):

OCF00300 [8] DO 5A 25 FF FF OF A© 81 = 559: Accelerator Pedal 1 Kickdown Switch
* Break the CAN ID into J1939 values = 1437: Road Speed Limit Status
= OxOC is priority 3 = 2970: Accelerator Pedal 2 Low Idle Switch
= FOO3 is PDU?2 format = 91: Accelerator Pedal Position 1

= 92: Engine Percent Load At Current Speed

= 974: Remote Accelerator Pedal Position

= 29: Accelerator Pedal Position 2

= 2979: Vehicle Acceleration Rate Limit Status

= 3357: Actual Maximum Available Engine % Torque
= 5398: Estimated Pumping — Percent Torque

o PGN is OXFOO3 = 61443, Electronic Engine Control 2
o Destination Address is OxFF (implied)

= Source address is OxO0 = 0O, Engine #1

Byte Position Bit Encoding for SPN 558
00 - Accelerator pedal 1 not in low idle condition

Hex Values 01 - Accelerator pedal 1 in low idle condition
Binary Ob 1101 0000 1 Mot oA lable

SPNs 2970 1437 5bb9 5H5H8 974 29
Engineering



Decoding Example: Accelerator Pedal Position

* Determine some Suspect Parameters in the data

* Given the following CAN message (hex): = 558: Accelerator Pedal 1 Low Idle Switch
OCFO0300 [8] DO 5A 25 FF FF OF A@ 81 = 559: Accelerator Pedal 1 Kickdown Switch
* Break the CAN ID into J1939 values = 1437: Road Speed Limit Status

= 2970: Accelerator Pedal 2 Low Idle Switch

91: Accelerator Pedal Position 1

92: Engine Percent Load At Current Speed

= 974: Remote Accelerator Pedal Position

= 29: Accelerator Pedal Position 2

= 2979: Vehicle Acceleration Rate Limit Status

= 3357: Actual Maximum Available Engine % Torque
5398: Estimated Pumping — Percent Torque

= OxOC is priority 3
= FOO3 is PDU2 format

o PGN is OXFOO3 = 61443, Electronic Engine Control 2
o Destination Address is OxFF (implied)

= Source address is OxO0 = 0O, Engine #1

Hex Values OxDO Ox5A Ox25  OxFF OxFF  OxOF OxAO  Ox81
Binary Ob 1101 0000

SPNs 2970 1437 559 558 91 / 974 29 2979

Engineering off 90*0.4 = 36%



Byte order for Integers (Endianness)

Post office boxes have mall
loaded from the inside and
taken out through the front.

This Photo by Unknown Author is licensed under CC BY-NC

Mailboxes have maill
loaded and removed from
the front.

This Photo by Unknown Author is licensed under CC BY-NC-ND This Photo by Unknown Author is licensed under CC BY-SA-NC 56



http://www.savethepostoffice.com/thinking-inside-po-box
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.flickr.com/photos/61278305@N00/6313582962/
https://creativecommons.org/licenses/by-nc-nd/3.0/
http://pngimg.com/download/43013
https://creativecommons.org/licenses/by-nc/3.0/

Byte order for Integers (Endianness)

Least Significant

o Let’'s pretend our mailboxes are containers to hold bytes representing integers. Byte

o Example: the integer 100,293,486 is OXxO5FASBGE in hex, which is 4 bytes:

Most SBiQt”iﬁCa”t OXx05 OXFA Ox5B OX5E
VALS

. Pretend each byte is a small package. In what order should the postmaster insert the bytes into the
mailbox so they are in order when the customer extracts them?

LSB first
MSB first

57



Byte order for Integers (Endianness)

Endianness
SAE J1939 encodes multi-byte integers in the Little Endian format. doesn't affect

single byte
This give the appearance the bytes are reversed and need to be swapped to interpret integers.

Intel format = Little Endian = Least Significant Byte first

Motorola format = Big Endian = Most Significant Byte first (as we typically read and write) are used for CAN IDs

1 241 F1 OxF1 OxF1

2 43 2E7 0x02 OxE7 OxE7 Ox02

2 25 19 0x00 0x19 0x19 0x00

4 1,890,056,399 70A7/FSCF Ox70 OxA7 OxF8 OxCF OXCF OxF8 OxA7 Ox70




Decoding Example: Engine Speed (RPM)

* Determine some Suspect Parameters in the data
= 3889: Engine Torque Mode
= 4154 Actual Percent Torque
= 512: Driver's Demand Engine - Percent Torque
= 513: Actual Engine Percent Torque
‘190: Engine Speed
= 1483: SA of Controlling device
= 1675: Engine Starter Mode
= 2432: Engine Demand- Percent Torque

» Given the following CAN message (hex):
OCFOO400 [8] 31 9D 9D A2 38 00 OF 9D

 Break the CAN ID into J1939 values
= 0xO0C is priority 3
= FOO4 is PDUZ2 format

o PGN is OxF0O04 = 61444, Electronic Engine Control 1
o Destination Address is OxFF (implied)

= Source address is 0x00 = 0, Engine #1

Hex Values Ox31 Ox9D Ox9D OxA2 Ox38 0Ox00 OxOF Ox9D
SPNs 899 4154 512 513 190 ? 1675 2432
Engineering 32% 32% 14,498/8=1812.25 32%
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OCFO0400 [8] 31 9D 9D A2 38 00 OF 9D

Priority 0C 3
PGN FO004 61444

DA FF 255
SA 00 0

Engine Speed, SPN 190
Byte4 A2
ByteS 38

SPN190 Hex Dec RPM
38A2 14498 1812.25 rev/min
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04_Decodel)1939.py > ...

for msg in [msgl, msg2, msg3]:

data_string = " ".join([f"{b:@2X}" for b in msg.data])

[ |
[ |
Exercise:
(priority, pgn, da, sa) = parseCANid(msg.arbitration_id) m . .
print(f"{msg.arbitration_id:@8X} -> Priority={priority}, PGN={pgn}, DA={da}, D ete r I n e M ea n I n g

key = f"{pgn}_{sa}"
decoded data[key] = {}
1f pgn == 6l444: Decode the Following Messages:
decoded data[key]["PG Label"]="Electronic Engine Controller 1"
decoded data[key]["PG Acronym"]="EEC1"
decoded_data[key ][ "PGN" ]=pgn
decoded data[key]["SPs"]1={}

OCFO0400 FF 7D /D /70 12 00 FF FF

O9F8021C OE FC 24 8D A8 00 FF FF

decoded data[key]["SPs"][889]={

'SP Label”:"Engine Torque Mode", PI9F20000 00 54 99 FF FF FF FF FF
value": msg.data[@] & ©x@eF,
"SLOT": 89,

"range”: "© to 15"
}

Edit and run 04 Decodel1939.py

decoded _data[key]["SPs"][4154]={
"SP Label":"Actual Engine - Percent Torque (Fractional)”,
"value"”: (msg.data|@| & ©xFe) >> 4,
"SLOT": 268,
“range”:"@ to 1.625"

Use the NMEA2000 PDF and the J1939DA Excel

}

decoded data[key]["SPs"][512]={
"SP Label":"Driver's Demand Engine - Percent Torque",
"value": msg.data[l] - 125,
"SLOT": 45,
"range”:"-125% to 125%"




J1939 Digital Annex E

ntry fo

r EEC1

A L T E J | M N 0 =
SPs and PGs
All SP and PG assignments. The complete technical definition details  Some information in cells may not be visible due to the size of the
are provided for most of the SPs and PGs. If the technical definition cell. Expansion of the cell, particularly in the description columns,
details for an SF or a PG are not provided on this tab, then refer to the may be necessary to view the complete contents.
Re
R PGN PG Label PG Acronym PG Description PDU PGN PG Data Length PG Data PG Data Length | PG Data Highest Transmission Rate Default
e Type Page Class Minimum Constraint Assigned Byte Priority
- X - X - - - = Length . - -
1851 61444 Electronic Engine Controller 1 EEC1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
1852 61444 Electronic Engine Controller 1 EECA1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
1853 61444 Electronic Engine Controller 1 EEC1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
1854 61444 Electronic Engine Controller 1 EEC1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
18585 61444 Electronic Engine Controller 1 EECA1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
1856 61444 Electronic Engine Controller 1 EEC1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
1857 61444 Electronic Engine Controller 1 EEC1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
1858 61444 Electronic Engine Controller 1 EECA1 Engine related parameters PDU2 Page 0 Fixed 8 8 Fixed rate of 10 to 50 ms or 3
SP Position in| SP Start Bit SPN SP Label SP Description SP Length Scaling Offset Data Range Operational Unit SLOT
PG Range Identifier
1.1 1.1 899 Engine Torque Mode State signal which indicates which engine torque mode is currently 4 bits 16 states 0 Oto 15 89
1.5 1.9 4154 Actual Engine - Percent Torque (Fractional) This parameter displays an additional torque in percent of the 4 bits 0.125 % per bit 0 % 0to 1.625 % 0.0to 0.875 % %% 268
2 2.1 212 Driver's Demand Engine - Percent Torque The requested torque output of the engine by the driver. It is based on 1 byte 1 % per bit -125 % -12510 125 % 0to 125% % 45
3 3.1 213 Actual Engine - Percent Torque The calculated output torque of the engine. The data is transmitted in 1 byte 1 % per bit -125 % -12510 125 % 0to 125% %% 45
855 EES 4.1 190 Engine Speed Actual engine speed which is calculated over a minimum crankshaft 2 bytes 0125 rpm per bit 0 rpm 0to & 031.875 rpm rpm 76
1856 I8 6.1 1483 Source Address of Controlling Device for Engine Control The source address of the SAE J1939 device currently controlling the 1 byte 1 source address pe 0 source addi 0 to 255 source address 0 to 253 source addre 35
1857 A 71 1675 Engine Starter Mode There are several phases in a starting action and different reasons 4 bits 16 states 0 Oto 15 89
1858 & 8.1 2432 Engine Demand — Percent Torque The requested torque output of the engine by all dynamic internal 1 byte 1 % per bit -125 % -12510 125 % -125 10 125% % 45




EEC1 Message Decoding

OCFOR400 FF 7D 7D 70 12 00 FF FF "512%: 4
"SLOT": 45,
61444_0" { "SP Label": "Driver's Demand
"PG Acronym": "EEC1", Engine - Percent Torque”,
"PG Label": "Electronic Engine "range”: "-125% to 125%",
Controller 1", . "
value": O
"PGN": 61444, \
SPs": { "513": {
1907 { "SLOT": 45,
SLOT™ 76, "SP Label": "Actual Engine - Percent
"SP Label": "Engine Speed", Torque",

"range": "0 to 8031.875 rpm", "range": "-125% to 125%",
"value": 590.0 "value™: 0




COG & SOG, Rapid Update PGN: 129026
hex: 1F802

This PGN is a single frame PGN that provides Course Over Ground (COG) and Speed Over Ground (SOG). Being a single frame
messaqge, as opposed to other PGNs that include COG and SOG and are defined as multi-packet, this PGN lends itself to being
transmitted more frequently, without using up excessive bandwidth on the bus. This may be of benefit to receiving equipment
requiring rapid COG and SOG updates.

Single Frame: Yes Priority Default: 2 Default Update Rate: 250 milliseconds Frequency: 4. cycles per second
Destination: Global Query Support Optional CGommand Support: Optional ACK Rgmnts: None

Field # Field Name

1 Sequence ID Byte Field Size: |1 Request Parameter  QOptional
Bit Field Size: Command Parameter: Qptional
DD056 Sequence ID An upward counting number that binds information transmitted in two or more

PGNs from a single source address. Identical SID values within two or more
different PGN transmissions identifies those PGN transmissions as a single
related data set. For example, identical SID values bind the COG and SOG values
in PGN 129026 to the Latitude and Longitude values in PGN 129029 as a single

NMEA 2000

0 - 252 = binding available (when SID value reaches 252 resume with 0 on next
data set)

Entry for 129026

255 = No binding provided. NMEA recommends using binding SID values

whenever practical.
DF53 Integer, 8 bit unsigned uint8 Range: 0to 252 Resolution: 1 bt Unit-less number
2 COG Reference Byte Field Size: Request Parameter  QOptional 09 F802 1 C ->
Bit Field Size: |2 Command Parameter: QOptional
DD117 Duarection reference 0 = True, PrlOrIty=2
1 = Magnetic, ;

vl PGN=129026,

DF52 Bit field bit(n) Range: Variable Resolution: 1 Used to construct bat fields L7
— DA=255,
3 NMEA Reserved Byte Feld Size: Request Parameter
Bit Field Size: |resv| 6 Command Parameter: S A=2 8
)
DD001 Reserved field Variable number of reserved bats, all set to logic "1"

DF52 Bat field bit(n) Range: Variable Resolution: 1 Used to construct bat fields Data=OE FC 24 8D A8 OO FF FF

lUsed to align subsequent data on a byte boundary.

4 Course Over Ground Byte Field Size: |2 Request Parameter  Qptional — ( )
te Feld Size: COG = 3.61 rad (207deg

Command Parameter: Qptional

DD165 Course-Over-Ground (COG) The direction of the path over ground actually followed by a vessel

DF02 Angle uintle FRange: 0 to 2Pirad Resolution: 1x10E-4 rad  Resolution ~0.0057deg. 1 S O G — 1 L 68 m/ S (3 3 8 m p h )

deg= 01745 rad

5 Speed Over Ground Byte Feld Size: |2 Request Parameter Optional
Bit Field Size: Command Parameter: QOptional

DD044 Generic Speed
DF35 Speed unintlé Range: 0to 65532 m's Resolution: 1x10E-2 m/s 1 Knot=0.5144 m/s




Sending Large
Messages

CAN frames are limited to 8 bytes. What if we want to send more than 8 bytes?

o
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NMEA Fast Packet Protocol

CAN Bit
Num

Fast
Packet

CAN Bit
Num

Fast
Packet

CAN Multiframe (First Frame)

Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8

1
5|5/ 6|6|6/ 6|6|6/6/6|/6/6(7|7/7|7\7,7|7|7/7|7|8/8/8/8/8/8/8/8(8/8/9(/9(9/9(/9/9/9(9/9|9

0
0/1/2/3/4|5/6/7(8/9/0(1/2|3|4|5 8/9/0/1/2|3/4/5/6/7/8/9/0/1|2/3/4|5/6/7|8/9/0(1(2/3|4|/5/6|/7(8/9/0(1/2|3(4/5/6|7|8|9 0
CP1 CP2 CP3
Se NMEA 2000 Fields per PGN (up to 6 bytes)
d Frame Index | Total Bytes for PGN
Num
CAN Multiframe (Consecutive Frame)
Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
11
41414\4\4\4|4/4/4\4\5 5/5/5|5 56 6/6/6 66|66 6|7 7177777778 8/8/8/8/8/8/8/8|9 9/9/19/9/9/9/9/|9 olo
0/1/2/3/4|5/6/7(8/9/0(1(2|3|4|5 9/0(1/2/3|4/5/6|7/8/9|0/1/2|3/4/5/6/7/8/9/0/1({2(3/4|5/6/7/8|9|/0(1(2,3|/4|/5/6|/7|8]|9 ol1
CP1 CP2
NMEA 2000 Fields per PGN (to 7 bytes)
Seq
Frame Index
Num

3-bit Sequence Number

Max Bytes = 31*7 + 6 = 223




cansend canl 18EAFFF9 14F@@1
Trace of Fast Packet I\/Iessages

canl 19F01620 8] |00|2E 02 01 02 91 2A 01 '...... :
canl 19F01620 (8] ' .Maretro’
canl 19F01620 [8° '.n 1-866"
canl 19F01620 [8° ', -550-91"
canl 19F01620 (8] '.00 www. '
canl 19F01620 (8] '.maretro’
canl 19F01620 (8] ‘.n.com..’
canl 19F01620 (8] L. G
canl 19F01620 (8] 'IMaretro’
canl 19F01620 (8] "n 1-866"
canl 19F01620 [8° '#-550-91"
canl 19F01620 k3 '$00 www. '
canl 19F01620 (8] ‘%maretro’
canl 19F01620 (8] ‘&n.com. .’

HeX:
02 01 02 01 2A 01 4D 61 /72 65 74 72 6F 6E 20 31 2D 38 36 36 35 35 30 2D 39 31
2D 30 30 20 77 77 77 2E 6D 61 /72 65 74 72 6F 6E 2E 63 6F 6D

ASCII:
Maretron 1-866-550-9100 www. maretron.com




iming

Address Cla

How do we tie a source address to a device?
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Example Address Claim

How do we interpret the following message?

18EEFF1C [8] 21 12 80 11 00 AA A® CF

8 18EEFF1C -> Priority=6, PGN=60928, DA=255, SA=28, Data=21 12 80 11 00 AA AQ CF
ISO Address Claim

Address claimed:

S N ——— SRR SRR Fommmmmm- SRS TR TR
| Self-Configurable | Industry | Device Class | Device | Function | Function | ECU

| Address | Group | Instance | Class | Instance | | Instance
S SRR S —— Fmmmmmm-- SRR TR TR
| True | 4 | 15 | 80 | 0 | 170 | 0
S ——— SRR ST —— Fmmmmmmm- SRR TR TR

Code

Fluid Level Sensor

________________________ N
Identity |
Number |
________________________ +
4641 |
________________________ +




Address Claim NAME Structure (Data Field)

fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - fmm - L +
|  Field 10 | Field 9 | Field 8 | Field 7| Field 6 | Field 5 | Field 4 | Field 3 | Field 2 | Field 1 |
fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - fmm - L +
| Self-Configurable | Industry | Device Class | Device | NMEA | Function | Function | ECU | Manufacturer | Identity |
| Address | Group | Instance | Class | Reserved | Code | Instance | Instance | Code | Number |
fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - fmm - L +
| 1 bit | 3 bits | 4 bits | 7 bits | 1 bit | 8 bits | 5 bits | 3 bits | 11 bits | 21 bits |
fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - t-mm - t-mm - - - tmmm - +
8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1
L T Fmmm - o fmmmm - fmm - t-mm - t-mm - - - tmmm - +
Byte 8 Byte 7 Byte 6 Byte 5 Byte 4 Byte 3 Byte 2 Byte 1
L T Fmmm - o fmmmm - fmm - t-mm - t-mm - - - tmmm - +

Fill out the table below with data from the CAN message. Note: Bytes are reversed. Byte 1 is next to the DLC and Byte 8 is near the CRC.

e e e e e e e e +
Bytes Byte 8 Byte 7 Byte 6 Byte 5 Byte 4 Byte 3 Byte 2 Byte 1 |
e e e e e e e e +
Values CF AO AA 00 11 30 12 21 |
+------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +------- +
Nibbles | € | E | A | & | A | A | ®© | © | & | & | 8 | @ | @& | 2 | 2 | & |
+-+-+-+-+-+-+-+-+-+-+-F-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-F-F-F-F+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-F-F-F-F-+-F+-+-+-+-+-+-+-+-+-+-+
Bits |1]1]0|e|1]|1]1]|1]|1|0|1|0|0|0|0|0|1|0|1|0|1|0|1|e|0|0|0|0|0|0|0|0|0|0|0|1|0|0|0|1|1|0|0|0|0|0|0|0|0|0|0|1]|0|0|1]|0|0|0|1]|0|0|0|0|1]
+-+-+-+-+-+-+-+-+-+-+-F-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-F-F-F-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-F-F-F-F-+-F+-+-+-+-+-+-+-+-+-+-+
Hex 1 4 OXOF Ox50 %) OXAA %) %) Ox8C Ox1221
+-+----- +------- L e +--------- +----- R e +
Fields 9 8 7 6 5 4 3 2 1

Decimal

Address Claim Message Worksheet




Industry Group Listed in J1939 DA

14 18EEFF1B -> Priority=6, PGN=60928, DA=255, SA=27, Data=21 12 80 11 00 AA A0 CF
ISO Address Claim
Address claimed:

R e e e +---=-=-=--- +-------==- s et e e
| Self-Configurable | Industry | Device Class | Device | Function | Function | ECU | Manufacturer | Identity
| Address | Group | Instance | Class | Code | Instance | Instance | Code | Number
R e e F-mmm e - - +---=-=-=--- +-------==- s et e e
| True | 4 | 15 | 80 | 170 | 0 0 | 140 | 4641
e e e - - - — - - — - e e e s
Industry Groups (IG) (Table B1)
List of Industry Group enumerations.
Return To Documentation Tab
Revised Industry Industry Group Description Notes Date Created or
-| GroupID - = - Last Modified -
0 Global, applies to all 10/1/1998
1 On-Highway Equipment 10/1/1998
2 Agricultural and Forestry Equipment 10/1/1998
3 Construction Equipment 10/1/1998
4 Marine 10/1/1998
S Industrial-Process Control-Stationary (Gen-Sets) 10/1/1998
6 Reserved for future assignment by SAE 5/10/2000
7 Reserved for future assignment by SAE 5/10/2000




System and Function Listed in J1939 DA

14 18EEFF1B -> Priority=6, PGN=60928, DA=255, SA=27, Data=21 12 80 11 00 AA A© CF

ISO Address Claim
Address claimed:

| Address

SR —_— S FREE N — TR —_ FR - —_— FR S
| Self-Configurable | Industry | Device Class | Device | Function | Function | ECU
Group | Instance | Class | Code | Instance | Instance | Code
SR —_— S FREE N — TR — FR - —_— FR S
a | 15 | B8 | B8 | o | e | 140

Industry Group and Vehicle System Dependent NAME Functions (Table B12)

The NAME Functions assignments for the upper 128 Function values and the Industry Group specific Vehicle System assignments. The
NAME Functions in the upper 128 NAME Function values are dependent upon the Industry Group and the Vehicle System values in
NAME. Due to the dependency of these NAME Functions on Vehicle System and the dependency of Vehicle System on Industry Group,
the following data defines both Vehicle System and Function for each Industry Group. The NAME fields are described in SAE J1939-81.

Return To Documentation Tab

Revised Industry Vehicle Vehicle System Description Function ID Function Description
| GroupIL-"| SystemID - v v v
4 a0 Instrumentation/general systems 140 Voyage Data Recorder
4 a0 Instrumentation/general systems 150 Integrated Instrumentation
4 a0 Instrumentation/general systems 160 General Purpose Displays
4 80 Instrumentation/general systems 170 General SensorBox
4 a0 Instrumentation/general systems 180 Weather Instruments
4 a0 Instrumentation/general systems 190 Transducer/general
4 a0 Instrumentation/general systems 200 NMMEA 0183 Converter
4 90 Environmental (HVAC) systems 259 Mot Available
4 100 Deck, cargo, and fishing equipment 255 Mot Available

systems

| Manufacturer |

Identity
Number




Class and Function in NMEA 2000

14 18EEFF1B -> Priority=6, PGN=60928, DA=255, SA=27, Data=21 12 80 11 00 AA A© CF

ISO Address Claim
Address claimed:

oo SR —_— S FREE N — TR —_ FR - —_— FR S mmmm e mmmmoooo o
| Self-Configurable | Industry | Device Class | Device | Function | Function | ECU | Manufacturer | Identity
| Address | Group | Instance | Class | Code | Instance | Instance | Code | Number
oo SR —_— S FREE N — TR — FR - —_— FR S mmmm e mmmmoooo o
| True | 4 | 15 | B8 | 170 | 0 | 0 | 140 | 4641
oo SR —_— S FREE N — TR — FR - —_— FR S mmmm e mmmmoooo o

Class Funct
Code Code Class/ Function Name Description

80 Instrumentation/General Systems Instrumentation/General systems {Deprecated class and
assigned functions - see specific functions for recommendations

for future use}

170 General Sensor Box General sensor box {Deprecated - See Sensor Communication

DEPRECATED - Function not for use in Interface - Class Code 75}

new designs!




Determine Manufacturer from J1939 DA

14 18EEFF1B -> Priority=6, PGN=60928, DA=255, SA=27, Data=21 12 80 11 00 AA A© CF

ISO Address Claim
Address claimed:

e e e e - e e e e +--- - s e s e
| Self-Configurable | Industry | Device Class | Device | Function | Function | ECU | Manufacturer | Identity
| Address Group | Instance | Class | Code | Instance | Instance | Code | Number
e e e e - e e e e +--- - s e s e
| True 4 | 15 | 80 | 170 | 0 | 0 | 140 | 4641
+----- - - === +--- = - t-cm e = - +------=-- +---- == +--- == - el +--- = - il
Manufacturer ID Codes (Table B10)
The list of all Manufacturer Identifier code assignments.
Return To Documentation Tab
Revised Mfr ID Manufacturer Location Date Created or
. . . - Last Modified -
137 Littelfuse, Inc (formerly Maretron) Chicago, IL USA 4/22/2023
138 Georg Fritzmeier GmbH & Co. KG Grosshelfendorf, Germany 9/15/2003
139 Caterpillar Trimble Control Technologies (CTCT), LLC Dayton, OH USA 9/15/2003
140 Lowrance Electronics, Inc. Tulsa, OK USA 9/18/2003
141 Thales Navigation Ltd. Surrey, UK 11/1/2003
142 TRW Automotive (Commercial Steering Systems) Lafayette, IN USA 12/20/2003
143 W. Gmeiner GmbH & Co. Kummersbruck, Germany 12/20/2003
144 Mercury Marine Fond du Lac, WI USA 12/20/2003
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Address Claim Message Exercise

The following CAN message is on the NMEA2000 network.

18EEFF20 [8] 9A 65 31 11 00 91 78 CO

. What is
. What is
. What is
. What 1is

the
the
the
the

Address

source address?

PGN?

priority?

Industry
Group

. Who is the Manufacturer?
. What is the name of the Industry Group?
. What is the Device Class name?

. What 1s the Function name?

destination address?
Fill in the table below:
——————————————————— e s T B e e A et e e
Self-Configurable

Device Class
Instance

Device
Class

Function
Instance

Function

ECU
Instance

Manufacturer
Code

Identity
Number




Address Claim NAME Structure (Data Field)

fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - fmm - L +
|  Field 10 | Field 9 | Field 8 | Field 7| Field 6 | Field 5 | Field 4 | Field 3 | Field 2 | Field 1 |
fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - fmm - L +
| Self-Configurable | Industry | Device Class | Device | NMEA | Function | Function | ECU | Manufacturer | Identity |
| Address | Group | Instance | Class | Reserved | Code | Instance | Instance | Code | Number |
fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - fmm - L +
| 1 bit | 3 bits | 4 bits | 7 bits | 1 bit | 8 bits | 5 bits | 3 bits | 11 bits | 21 bits |
fmm - tmmmm - Fmmm - t-mm - tmmmm - fmmmm - Fmmmmmm - tmmmmmm - t-mm - t-mm - - - tmmm - +
8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1|8 bit 1
L T Fmmm - o fmmmm - fmm - t-mm - t-mm - - - tmmm - +
Byte 8 Byte 7 Byte 6 Byte 5 Byte 4 Byte 3 Byte 2 Byte 1
L L T TP o fmmmm - fmm - t-mm - t-mm - - - tmmm - +
can.message data[7] data[6] data[5] data[4] data[3] data[2] data[1] data[9]
L L T TP o fmmmm - fmm - t-mm - t-mm - - - tmmm - +

Fill out the table below with data from the CAN message. Note: Bytes are reversed. Byte 1 is next to the DLC and Byte 8 is near the CRC.

Fmmm o Fmm - Fmmm - Fmmm - Fmm - oo Fmm - Fmm - +
Bytes | Byte 8 | Byte 7 | Byte 6 | Byte 5 | Byte 4 | Byte 3 | Byte 2 | Byte 1 |
Fmmm o oo Fmmm - Fmm - Fmm - oo Fmm - Fmm - +
Values | | | | | | | | |
t--mm - t-mm - t-mm - t-mm--- t--m - t--mm--- t-mm - t--m - t--m - t--mm - t-mm - t-mm - t-mm - t--mm - t--m - t-mm - +
Nibbles | | | | | | | | | | | | | | | | |
It T T e e o o Tt e T S e e e e i i e e Ik o et s e T S S S e e L e e e Tk b sk Ik BT T SE S S
Bits L T T O O T Y O I O
R It T T e B e  n I It T T S e e S S e e e Ik Ik ok o T S S e T e S e e e  k Ik Tk b Tk Tt T S S S A S S
Hex
+-t----- t-mm - fmm - Fofmmmmmm oo - - +----- fmm - fm = e e e e e e +
Decimal

Address Claim Message Worksheet




. What
. What
. What
. What

uvi A WDN B

—

O 00 N O

Address Claim Exercise Answers

The following CAN message is on the NMEA200O network.

18EEFF20 [8] 9A 65 31 11 00 91 78 CO
source address? B2N(OX20)

PGN? 60928
priority? I

destination address? ZSSHGOXEE)
Fill in the table below:

Self-Configurable
Address

is
is
is
is

. Who is the Manufacturer? [EECIRUSCININCNCRORIERIyNNaREERoN):

. What is the name of the Industry Group?
. What is the Device Class name?

. What is the Function name? (lGBEINNEVEESEIORNSSEEIIEEENSySEamGNSS)

Function
Instance

Device
Class

Device Class
Instance

Identity

Code Number

Group




What are the Challenges?
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CyberBoat Challenge ldeas

o Decode proprietary messages:

— Single-Frame Proprietary:
PGN 61184 (OXxEFO00) is Destination Addressable
PGNs 65280 (OxFFO0O0) through 65535 (OxXFFFF)

—  Fast-Packet Proprietary
PGN 126720 (Ox1EFO00) is Destination Addressable
PGNs 130816 (Ox1FFO) through 131071 (Ox1FFFF)

. Denial of Service using Address Claims

o Explore vulnerabilities in the fast packet protocol

. Check out PGN 126208, NMEA group function

. Change the radio station on the stereo over CAN.

. Make the lights dance to music

. Set off alerts and alarms (see PGNs 126983 to 126988)

o Explore firmware updates over CAN.

30



Additional Resources

o CANBoat:

81
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